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Finding setuid and setgid programs Keeping Abreast of Security Issues 466
at the command line 440

Deciding to Turn Off setuid or setgid 441 Technique 61: Creating a Second Line
Changing the setuid or setgid Bit 441 of Defense with LIDS 467
Technique 58: Quarantining Suspicious Turning LIDS On and Off 467
Programs with UML 443 Testing LIDS before Applying It to Your System 468
. 1o Understanding the LIDS Access Control List 468
W}_lo Belongs in :]all' 444 Controlling File Access with LIDS 469
Using pML to Jail Programs . add Hiding Processes with LIDS 470
Changing the Default Password to the Jail 446 Running Down the Privilege List 41

Installing New Software and Resolving Conflicts 446

Technique 59: Troubleshooting Persnickety Technique 62: Getting Graphical

Programs 448 with Shell Scripts 474
. ) . . Getting Graphical at the Command Line 475
Using Isof to Find Out Which Files Are Open 449 Getting graphical in GNOME 475
Debugging Your Environment with strace 450 Getting graphical with KDE 477
Investigating Programs with ltrace 451 Staying desktop neutral 478
Handy strace and ltrace Options 452
Recording Program Errors with valgrind 453 Indek' 479
Technique 60: Securing the Fort
with Bastille 455
Hardening Your Hat with Bastille 455
Downloading and installing Bastille and
its dependencies 456
Welcome to the Bastille 456
Addressing file permission issues 457
Clamping down on SUID privileges 457
Moving on to account security 458
Making the boot process more secure 459
Securing connection broker 460
Limiting compiler access 460
Limiting access to hackers 460

Logging extra information 460



