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Understand What Is in
a Directory Service

A directory is a place to
store information. The
type of information that is
stored in a directory falls
into three basic categories:

■ Resources

■ Services

■ Accounts
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Estimate Project Costs

■ Labor How many
people will be required
to work on the
project? 

■ Capital What server
equipment will need to
be purchased? 

■ Real estate Will you
require more space for
servers? 

■ Training Will your
administrators need to
be trained on the new
system? 

■ Ongoing costs What
are the costs of a
maintenance contract
for the hardware? 
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Answer Your
Questions about DNS

Q: Can we use a DNS
server other than
Windows 2000 DNS?

A: Yes, but it must be
able to support SRV
RRs. Even if you have a
Windows NT 4.0 DNS
server, you will not be
able to use it because
it doesn’t support SRV
RRs. However, a BIND
8.1.2.1 server can be
used because it does
support SRV RRs.

Q: Our company uses a
DNS server that does
not support SRV
resource records (RRs).
Can we use it when
we implement Active
Directory?

A: No. Active Directory
relies on SRV RRs in
order to locate
domain controllers
(DCs). All DNS servers
for the namespaces
that Active Directory
encompasses must
also support the 
SRV RRs.
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Design the Active
Directory

When you design an
Active Directory, there are
four elements that must
be planned:

■ Forest Plan

■ Domain/DNS Strategy

■ Organizational Unit
(OU) Structure

■ Site Topology

Understand the
Components of the
Active Directory Sites
and Services Console
Found in
Administrative Tools
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Learn the Goals of
Placing Servers

One of the essentials of
site design is to place
servers in the various
locations. When placing
servers, there are some
simple goals:

■ Ensure that users can
log on to and query
Active Directory.

■ Ensure that servers can
locate other domain
controllers.

■ Manage traffic
generated by Active
Directory.

180_AD2e_TOC  8/31/01  2:09 PM  Page xiv



Contents xv

Summary  227
Solutions Fast Track 227
Frequently Asked Questions 229

Part III: Installing Active Directory 231
Chapter 8 Migrating from NT 3.51 
or NT 4 to Active Directory 233

Introduction 234
Server Migration Strategies 235

Primary Domain Controllers  243
Changes Required When Upgrading

a Domain Controller 245
Backup Domain Controllers  246
Member Servers 248

Promoting Member Servers with
Dcpromo 248

Upgrading with the Windows 2000 Setup
Wizard  249

Installing Active Directory Services 251
Interim Mixed Domains  255

Mixed Mode 255
Native Mode 256

Migrating Components  257
Using Organizational Units to Create

a Hierarchical Structure 258
User Accounts 260

ClonePrincipal 261
Active Directory Migration Tool 261

Machine Accounts 262
Nested Groups 263
Global Groups 264

Delegating Administrative Authority 264
Insert into the Replication Topology 265
Upgrading Clients to Windows 2000

Professional 266

Decide Whether to
Upgrade Servers or
Clients First

This decision is in line with
long-standing networking
best practices when
deploying new networks:

1. Establish the network
infrastructure first. 

2. Establish security and
servers next. 

3. Establish workstations
last.
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Learn the Three Basic
Steps for the
Windows 2000 Active
Directory Domain
Installation

1. Run the Windows 2000
Server installation
command. (You have
the option of running
WINNT from a DOS
prompt, booting
directly into the
installation from the
CD-ROM, or running
WINNT32 from a 32-bit
Windows operating
system.)

2. Configure DNS
(Domain Name System)
as a client to another
DNS server or as a
service on the
Windows 2000 Server.

3. Run the Active
Directory Installation
Wizard.
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Learn the Five Major
Command Line
Programs

■ NETDOM BDC

■ NETDOM MASTER

■ NETDOM MEMBER

■ NETDOM QUERY

■ NETDOM RESOURCE

Find Complete
Coverage of
Replication Utilities

■ REPLMON is a
Windows 2000
Resource Kit utility that
you can use to monitor
replication traffic.

■ REPADMIN is a
command-line utility
that you use to
diagnose problems
with replication.

■ Although DSASTAT is
not geared specifically
towards replication, it
can help diagnose
replication problems
that are based in
naming context issues.

180_AD2e_TOC  8/31/01  2:09 PM  Page xvii



xviii Contents

Chapter 12 Implementing Active 
Directory: A Case Study 369

Introduction 370
Case Study Overview 370

Forest Plan 370
DNS and Domain Plan 370
Organizational Units 373
Site Topology Plan 373

Implementing DNS 375
Implementing the First Domain Controller 377

Migrating 377
Upgrading 378
Adding New Domains 379
Creating an Explicit Trust  381

Establishing the OUs 382
Moving Upgraded Users 382
Creating New Users 383
Adding Computer Objects  383

Setting Up Sites  384
Summary 386
Solutions Fast Track 386
Frequently Asked Questions 388

Part IV: Migrating Active Directory 391
Chapter 13 Intellimirror 393

Introduction 394
What Are Group Policies? 394

How Group Policies Are Applied 397
Refresh Interval 397
Blocking and Enforcing  398

Group Policy Information Storage and Settings 400
Administrative Templates 400
Registry.pol 402
Group Policy Settings 402

Computer Configuration 403
User Configuration 403

Designing a Group Policy Strategy 405

Case Study

In this chapter, you will be
provided with an
exemplary organization’s
Active Directory design,
and then will walk
through its
implementation.
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Learn about the Four
Containers to which
Group Policies Might
Be Applied

■ Local Group Policy

■ Site Group Policy

■ Domain Group Policy

■ Organizational Unit
(OU) Group Policy
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Four ADSI objects are
capable of extending
a directory service
schema. They are
called schema
management ADSI
objects:

■ Schema container
Contains the target
directory service
schema.

■ Class container
Defines object classes
for the target directory
service.

■ Property object
Defines object
attributes for the
target directory service.

■ Syntax object Further
defines the syntax used
for a property object.
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NOTE
You can reduce some
administrative
headaches by setting
up a refresh for users’
profiles. If you delete
the user profile cache,
a user must authenti-
cate to the network
and load a new profile.
Be selective when
choosing users to
refresh profiles on,
however.
Authenticating and
downloading profiles
may not be desired for
remote users, espe-
cially if they have large
profiles to load or are
often traveling. 

180_AD2e_TOC  8/31/01  2:09 PM  Page xxi



Recovering a Failed
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When a DC fails, there is
typically more to be
restored than just files and
folders. There are two
issues involved:

■ Transactions might not
have been written to
disk, but were written
to log files for Active
Directory.

■ Data in the Active
Directory databases on
other DCs might have
had additional changes
since the failure.
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A simple domain
upgrade process is as
follows:

1. Clean up the domain
accounts and
synchronize.

2. Take a BDC offline for
use in case you need
to restore the NT
domain.

3. Upgrade the PDC first.

4. Upgrade BDCs next.

5. Once the DCs are all
upgraded to Windows
2000, you may switch
to native mode at any
time, and upgrade
member servers to
Windows 2000 as
needed.
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