
Paper copies
Electronic copies of documentation are much easier to keep up to date, so therefore should be your preferred method of documentation. Nevertheless, that doesn't 
mean that you can't print out a limited number of copies of your manual. If you keep each procedure as a separate file, you can even update your printed manual 
without having to reprint the entire thing.

 Paper versions of your procedures can be very helpful in case of a total system failure.

Step 6: Test, Test, Test

The key to successfully recovering from a real disaster is to test your disaster recovery plan. The point of testing is to find things that need updating-and you will 
always find them. If you find a bad link in your disaster recovery plan, then fix it. Do not consider this test a failure. In fact, perhaps you should consider a test that 
doesn't find something wrong a failure.

Have a stranger test procedures
Don't have the person who wrote the procedure test the procedure. Have someone who is competent, but unfamiliar with your systems, do the test. Perhaps you can 
hire a consultant to test your procedures; they should be written so that such a person should be able to follow them. Not only is it a great way to find loopholes in your 
procedures, it is a great way to test what would happen if you lost some essential personnel.
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Dream up disasters
This is the fun part. Ask the most pessimistic person you know to dream up disasters for you. See if he can come up with one that you haven't planned for.

Full-test every six months
This is what contracts of many disaster recovery companies require. Such a test should take a day or so and is well worth your time. One of the problems with this is 
the availability of personnel. Again, hiring consultants is a good way to get this test done. Just don't use all consultants and no company personnel, because then 
nobody in-house will learn much from the test.

D/R companies will require a test
This is a great way to force you to do a test. If you have a contract with a disaster recovery company, they will require you to test your plan. If you don't test your plan, 
you are in breach of contract and the D/R company cannot be held responsible. There's something about paying money to a company for nothing that forces you to do 
what they want you to do-test!

Put It All Together

This chapter merely scratches the surface of disaster recovery planning. There are other books on the subject; look for books in print that have "disaster recovery" in 
their titles. Remember that prior proper planning prevents pitifully poor performance during a disaster that destroys, demolishes, and devastates your company. The 
chapters that follow describe in detail one element of a disaster recovery plan-the backup and recovery of your data.
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2
Backing It All Up

In Chapter 1, Preparing for the Worst, we looked at disaster recovery as a whole. The nuts and bolts of backup and recovery are but a small part of the overall disaster 
recovery picture. Before we begin looking at the details of how to perform certain types of backups, let's look at backups in general.

Don't Skip This Chapter!

The casual reader might assume that this chapter is an introduction to basic backup concepts. While that is, in fact, the purpose of this chapter, it is also true that many 
seasoned administrators are unfamiliar with the ideas presented here. One reason for this is that administrators find themselves constantly being pulled away from 
"mundane" activities like backups for things that are thought to be more "important"-like installing new servers and figuring out why the systems are running slowly. 
Also, many administrators may go several years without ever needing a restore. (The need to use your backups on a regular basis would undoubtedly change your 
ideas about their importance.)

I wrote this book because backups (and recoveries) have been my primary area of emphasis for several years, and I would like to share the lessons I've learned from 
this focused activity. This chapter provides an overview of how your backups should work. It also explains many basic, yet extremely important, concepts upon which 
any good backup plan should be based and upon which any implementation discussed in this book will be based.

There are many stories in this book, like the one in the following sidebar. Each is a true story that really happened to someone I know. These are not urban legends or 
horror stories passed on from admin to admin. These are firsthand encounters with disaster. Why is that important? Each story makes a point, and it
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was not just made up to make that point. The things that I warn about in this book really happen. This can be a very tough job if you are not prepared, so read closely.

Why the Word "Volume" Instead of "Tape"?

Most backup utilities were written originally to back up to tape, and most people do back up to tape. Therefore, most books and manpages talk about backing up to 
tape. However, many people are backing up to CDs or magneto-optical disks. These media types have many advantages, since they act more like disk drives than tape 
drives. Random access of backup data is easier, and you can read them using any block size you wish, since they do not record interrecord gaps as tape drives do.*

Since many people are no longer using tape, this book will use the more generic word "volume" whenever appropriate. You'll also find the term "backup drive" instead 
of "tape drive.'' Again, that is because the backup drive could be a CD burner, especially if you're a Linux user. The book uses the words "tape" and "tape drive" only 
when they are necessary and appropriate.


