Paper copies

Electronic copies of documentation are much easier to keep up to date, so therefore should be your preferred method of documentation. Nevertheless, that doesn't
mean that you can't print out alimited number of copies of your manual. If you keep each procedure as a separate file, you can even update your printed manual
without having to reprint the entire thing.

@. Paper versions of your procedures can be very helpful in case of atotal system failure.

Step 6: Test, Test, Test

The key to successfully recovering from areal disaster isto test your disaster recovery plan. The point of testing is to find things that need updating-and you will
always find them. If you find abad link in your disaster recovery plan, then fix it. Do not consider this test afailure. In fact, perhaps you should consider atest that
doesn't find something wrong afailure.

Have a stranger test procedures

Don't have the person who wrote the procedure test the procedure. Have someone who is competent, but unfamiliar with your systems, do the test. Perhaps you can
hire a consultant to test your procedures; they should be written so that such a person should be able to follow them. Not only isit a great way to find loopholesin your
procedures, it isagreat way to test what would happen if you lost some essential personnel.
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Dream up disasters
Thisisthe fun part. Ask the most pessimistic person you know to dream up disasters for you. Seeif he can come up with one that you haven't planned for.

Full-test every six months

Thisiswhat contracts of many disaster recovery companies require. Such atest should take aday or so and iswell worth your time. One of the problems with thisis
the availability of personnel. Again, hiring consultantsis a good way to get thistest done. Just don't use al consultants and no company personnel, because then
nobody in-house will learn much from the test.

D/R companies will require a test

Thisisagreat way to force you to do atest. If you have a contract with a disaster recovery company, they will require you to test your plan. If you don't test your plan,
you arein breach of contract and the D/R company cannot be held responsible. There's something about paying money to a company for nothing that forces you to do
what they want you to do-test!

Put It All Together

This chapter merely scratches the surface of disaster recovery planning. There are other books on the subject; look for books in print that have "disaster recovery” in
their titles. Remember that prior proper planning prevents pitifully poor performance during a disaster that destroys, demolishes, and devastates your company. The
chapters that follow describe in detail one element of a disaster recovery plan-the backup and recovery of your data.
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