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Features of Sniffer Pro

■ It decodes for more
than 450 protocols.

■ It provides support for
major LAN, WAN, and
networking
technologies.

■ It provides the ability
to filter packets at both
the bit and byte levels.

■ It provides expert
analysis and diagnosis
of network problems
and recommends
corrective actions.

■ Switch Expert provides
the ability to poll
statistics from various
network switches.

■ Network traffic
generator can operate
at Gigabit speeds.

219_sniffer_TOC.qxd  6/28/02  5:00 PM  Page xi



xii Contents

Sniffer Pro Fundamentals  48
Features of Sniffer Pro 48
Other Sniffer Versions and Products 49
Other Solutions and Products 50

EtherPeek 50
Ethereal 50
Agilent Advisor 50

Management and Return on Investment 50
Charts and Reporting 51
Proactive and Reactive Network

Maintenance 51
Sniffer Pro:The Exam  52

Certification Testing and the Sniffer University 52
Sniffer Certified Professional 52
SCP, SCE, and SCM 54

Other Certifications and Tracks 54
Summary 56
Solutions Fast Track 56
Frequently Asked Questions 58

Chapter 2 Installing Sniffer Pro 61
Introduction 62
Installing Sniffer Pro Step by Step 62

System Requirements for Sniffer Pro
Installation 63

Minimum System Requirements for
Version 4.x 63

Internet Explorer 5 with the Virtual
Machine 64

Minimum System Requirements for
Version 3.0 65

Installing Sniffer Pro 4.5 65
Licensing 75
Read the Readme.txt File 76

Installation of Version 3.x 77
Installing Sniffer Pro on Other Platforms

and Hardware 81

Answers to Your
Frequently Asked
Questions

Q: Does NAI recommend
a particular brand or
model of laptop on
which to run Sniffer
Pro?

A: No. Unlike the older
DOS versions of Sniffer,
NAI recommends no
particular brand or
model of system for
Sniffer Pro. Use your
best judgment to buy
a stable and high-
performance machine.

Q: Can I connect to
Sniffer Pro from a
remote PC, using the
Distributed Sniffer Pro
console?

A: No. Sniffer Pro is
standalone software
and cannot be
accessed using the
Distributed Sniffer Pro
console. To control a
Sniffer Pro system
remotely, you can
install remote control
software such as PC
Anywhere, VNC, or
Carbon Copy.
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WARNING

Make sure you master
the art of working
with timestamps so
that you can trou-
bleshoot how long a
login occurs or how
long it takes to
transfer a file. Once
you learn how to build
a filter, use time-
stamps to isolate a
client/server login to
see how long it takes.
You must also master
this information for
the SCP exam. 
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Taking Captures from
the Menu and the
Toolbar

There are a few different
ways of taking captures:

■ By choosing Capture |
Start from the Main
menu 

■ By pressing the F10 key

■ By pressing the Start
button on the main
toolbar (it looks like
the Play button on
your VCR)
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NOTE

Remember, after 16
consecutive collisions,
the frame is discarded
and the collision in
some cases might not
be reported to the
upper-layer protocols.
Application timers
have to expire before
a retransmission
attempt occurs. This
stipulation can cause
serious delays and
program timeouts.
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Sniffer Pro has four types
of filters:

■ Capture filters

■ Display filters

■ Monitor filters

■ Event filters

The Alarm Type
Column

The Alarm Type column
indicates the type of node
or the originator of the
alarm as defined within
the Address Book. These
types can include servers,
bridges, hubs, and other
network devices.
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NOTE

For the Sniffer
Certified Professional
exam, you might want
to pay attention from
where you can export
a report. 
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TIP

If you want to test the
use of Sniffer Pro
recording small
packets, you can ping
yourself with the fol-
lowing:
C:\> ping
192.168.1.1 –t –l 50
The –t will keep the
pings continuous
The –l will set the
length of the packets,
and the 50 is setting it
to 50 bytes
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