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Hackers can be
categorized into a series
of different types, for
instance: Crackers, Script
Kiddies or Kidiots,
Phreakers, White Hats,
Black Hats, and many
more. Hackers can be
many things—however
one thing that all hackers
have is a love of a
challenge and the ability
to stretch their computing
knowledge—whether it be
for noble or ignoble
motivations.

cript
hreaker il
at, White Hat, Wha




Xii

Contents

The Seven Classes
of Attack

_— =

Denial of service
Information leakage
Regular file access
Misinformation

Special file/database
access

Remote arbitrary code
execution

Elevation of privileges

Chapter 2 Classes of Attack
Introduction
Identifying and Understanding the Classes
of Attack

Denial of Service

Local Vector Denial of Service

Network Vector Denial of Service
Information Leakage

Service Information Leakage

Protocol Information Leakage

Leaky by Design

Leaky Web Servers

A Hypothetical Scenario

Why Be Concerned with Information

Leakage?

Regular File Access

Permissions

Symbolic Link Attacks
Misinformation

Standard Intrusion Procedure
Special File/Database Access

Attacks against Special Files

Attacks against Databases
Remote Arbitrary Code Execution

The Attack

Code Execution Limitations
Elevation of Privileges

Remote Privilege Elevation

Identifying Methods of Testing for Vulnerabilities

Proof of Concept
Exploit Code
Automated Security Tools
Versioning

Standard Research Techniques
Whois
Domain Name System
Nmap
Web Indexing

27
28

28
29
29
32
37
38
39
41
42
42

43
44
44
45
47
48
50
50
50
53
54
55
55
55
58
58
59
59
60
62
62
66
69
70



Well-Formed XML

Documents Frequently Asked Questions
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. Chapter 3 Reviewing the Fundamentals
When developing an XML
document, certain rules of XML
must be followed: Introduction

®»  The document must
have exactly one root
element.

= Each element must
have a start-tag and
end-tag.

= The elements must be
properly nested.

®  The first letter of an
attribute’s name must
begin with a letter or
with an underscore.

= A particular attribute
name can appear only
once in the same start-
tag.

Answers to Your

Frequently Asked
Questions
N

Q: Can DTDs and schemas
be used together?

A: Yes, they can. It's
perfectly acceptable to
define the structure of
data with a DTD and
constrain the contents
of the structure with a
schema.
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XML Signatures Can
Be Applied in Three
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document.

elsewhere through a
universal resource i
identifier (URI). A Detached Signature Example

Why a Signature Binds Someone to

Enveloping form The a2 Document
document is within the

signature, as shown in
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the following example. Signature

Detached form The Applying XML Digital Signatures to Security
signature references a Examples of XML Signatures

document that is An Enveloping Signature Example
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Tools & Traps...
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IBM’s XML Security Suite

Although IBM is planning
to release a new version
relatively soon, we cover
some points of XML
Security Suite here:

= XML signatures Verify
a digital signature,
canonicalize a
document, and verify
its form as well as
XPATH transformations.

= Nonrepudiation It is
designed to provide
nonrepudiation.

= Java It is written in
Java, hence, you must
be running Java to use
the security suite.
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Viewing XML Files

If you want to view an
XML file as it would be
parsed, simply use your
Web browser to open the
file. Most current Web
browsers have built-in
XML parsers that allow
you to view XML files in
an expandable/collapsible
format. In addition, some
even support the use of
DTD files to verify the
format of your XML file.
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The .NET code access
security model is built
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= Stack walking
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checks

= Custom permissions
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