
© 2000 by CRC Press LLC

The History of
Access Devices
Examples of Types of Access Devices

Bank or Financial Credit Cards
Retail Cards
Telephone Cards
Smart Cards or Integrated Circuit Cards

How Today’s Technology Has Helped Foil Criminals
Parties Who Investigate — Industry and Law Enforcement
Significance of Access Devices in World Economy

History of Use of False Identification
How False Identification Is Obtained
How False Identification Is Utilized
Criminal Violations Involving False Identification (Federal and State)
Notes

The History of Currency
A Brief Timeline of U.S. Currency

1690: Colonial Notes
1775: Continental Currency
1781: Nation’s First Bank
1785: The Dollar
1789: First Bank of the United States
1793: U.S. Mint
1816: Second Bank of the United States
1836: State Bank Notes
1861: Civil War
1862: Greenbacks
1863: The Design
1865: Gold Certificates

Table of Contents

1

2

3



© 2000 by CRC Press LLC

1865: Secret Service
1866: National Bank Notes
1877: Bureau of Engraving and Printing
1878: Silver Certificates
1913: Federal Reserve Act
1929: Standardized Design
1957: “In God We Trust”
1990: Security Thread and Microprinting
1994: Currency Redesign

Miscellaneous Facts about the U.S. Secret Service and Counterfeiting
History of the New Series
Recent Studies in Currency Counterfeiting

United States Currency Security Features Counterfeit Deterrence
Features for the Visually Impaired
Security Features
Evaluation Criteria

Introduction of the Series 1996 Currency
Security Features of the New Design

Appearance
Watermark
Color-Shifting Inks
Fine-Line Printing Patterns
Enlarged Off-Center Portraits
Low-Vision Feature
Security Thread
Microprinting
Serial Numbers

Notes

Schemes Involving Access Devices

Credit Cards
Bank Cards

Check Cards
Debit Cards

False Applications
Account Takeovers
Mail Theft
Altered Cards
White Plastic
True Counterfeit
Mail Order/Telephone Fraud/Telemarketing Fraud

Example of Telemarketing Fraud
Cardholder Fraud

4



© 2000 by CRC Press LLC

Corrupt Government Employees
and Internal Schemes

Case Study #1: Operation Pinch
Questions To Ask
Case Study Review and Assignment
Merchant Collusion
Case Study #2: Operation Take You for a Ride
Questions

Investigation of Financial Access Devices

How Do I Start My Investigation?
What Facts Do I Need To Start?
Facts and Questions for the Investigator
How Did It Happen?
Available Resources

Integrated Circuit Cards

What Are They?
How Are They Used?

Authentication
Authorization
Execution
Documentation

Implications for the Investigator
Encryption
How Is Encryption Used?
Impact to the Investigator
Biometrics

What Is Biometrics?
How Does Biometrics Work?
Implications to the Investigator

Organized Crime Enterprises

What Is Organized Crime?
Examples of Some Traditional Organized Crime Groups

The Italian Mafia
Russian Organized Crime
Asian Gangs/Triads
Nigerian (West African) Crime Groups

Notes

5

6

7

8



© 2000 by CRC Press LLC

Investigative Resources Available from Industry

Forensics

Introduction
The Story
What Is Forensics?
What Is a Forensic Scientist?
How Can a Forensic Examiner Provide Assistance?
Forensic Specialists Most Frequently Used in a Financial Crime Case
The Forensic Questioned Document Examiner
What Type of Examinations Does the

Forensic Document Examiner Perform?
Identification of the Writer of Handwritten

or Hand-Printed Material
Identification of Business Machine Impressions

To Link Documents
Document Alteration
Genuineness of Documents

Necessary Examiner Knowledge
Writing Systems
Writing Instruments
Inks
Correction Fluid
Copies and Copiers
Paper
Mechanical Devices
Hand-Recording Equipment
Printing Processes

Types of Examinations Performed by Forensic Ink Chemists
Types of Examinations Performed by the Fingerprint Specialist
Counterfeit Documents
How Are Counterfeit Documents Detected and What

Can the Forensic Document Examiner Do with Them?
What Are the Investigator’s Duties?
The Collection and Use of Samples and Specimens
How Should the Investigator Submit a Case

to the Questioned Document Laboratory?
Questioned Document Work Request

Submitted Exhibits
Examinations Desired

What Results Should the Investigator Expect?
Elements of a Forensic Report

9

10



© 2000 by CRC Press LLC

Defining Terms
Summary
Notes
Appendixes

Appendix A. Fraud and the U.S. Federal Code

18 USC Section 1028 01/26/98
18 USC Section 1029
18 USC Section 1030
18 USC Section 1031
18 USC Section 1341
18 USC Section 1342
18 USC Section 1343
18 USC Section 1344
15 USC Section 1644
15 USC Section 1693
18 USC Section 510
18 USC Section 513
18 USC Section 514

Appendix B. Commonly Used Sections
of United Kingdom Law

Existing Statutory Conspiracies
Section 5(6)
Conspiracy To Defraud: Criminal Justice Act 1987

Section 12
Common Law Conspiracies

Forgery
Forgery and Counterfeiting Act 1981

Making a False Instrument
Section 1
Section 8

Interpretation Act 1889
Section 20
Section 9: False
Section 9: Making
Section 10: Prejudice
R v Garland (1960)
Section 10: Induce

Copying a False Instrument
Section 2
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Using a False Instrument
Section 3

Using a Copy of a False Instrument
Section 4
R v Harris (1966) 129 JPP 5542
R v Finkelstein (1886)
R v Tobierre (1986) All ER 346

Possession of Certain “Specified” False Instruments
Section 5

Police Powers
Director of Public Prosecutions
Powers of Search and Forfeiture

Section 7
Criminal Procedure Act 1965

Section 8

Appendix C. Nigerian Advance
Fee Fraud Prevention Act

Nigerian Advance Fee Fraud Prevention Act of 1998
(Introduced in the House) HR 3916 IH

Section 1. Short Title
Section 2. Findings
Section 3. Efforts To End the Nigerian Advance Fee Fraud




