Table of Contents

TaDle Of CONLENLS ..covueerrueesensrenssrecsuensnnssnessaessaessanssssessanssssessssssasesssssssessassssssssssssasssassssssssasssasens i
INErOAUCTION .cueeiieeiiiniiiiiininicintissntinsstesntissstesssstessssssssssessssssssssssssssessssssssssessssssssssssssssesanss 1
OVETVIEW ...ttt ettt ettt et et e et et e bt e s st e et e et e eeneeeaseemseeneeenseenseeaneesnsesnseenseesnsesnseensean 1
WRAL IS @ BOL? ...ttt e et e st e st e et e et et e enteenseennean 1
WHhat IS @ SPIAET? ...ttt sttt 2
What Are Agents and Intelligent AZENtS?.......cccveeieeeiieeieiierie et eae s 3
WHhat ATe AZEIEGATOTST.....iiciieiieieieeieeeieesteeteeteeteesteebeebeesseesebeebeesseesssessseensaessesssessseessens 4
The Java Programming LangUage.........ccccueeeueeciiiiiiiieeieeieesee et eiee e seneeveessaessseenseeneeas 4
AT 2 U PSSP 5
Chapter 1: Java Socket Programming ..........ecceiicvsiinsencssneissnecssencsssncssssesssssessssscssssessssses 6
OVETVIEW ...ttt ettt et ettt ettt et e et e et e e bt e e aee et e e bt e st e eateamseeseesmteemseenseesmseenseensean 6
The WOrld 0f SOCKELS.......eiiiieiieie ettt ettt et et e et e enee s 6
Java /O Programiming ..........ccceerieiieeiieieee ettt ettt e eee s te e eseesaeeenne e 14
PrOXY ISSUES. ..ttt ettt et e et e sttt e st eebe e e abe e e nteeeaee 22
Socket Programming in JAVA.........cccuevciieiieriieieeie ettt e 24
CIIENTE SOCKELS ... ueeeieeiieiieetieeie ettt ettt ettt e st e e teesaeesaeenbeenseesnsessseansaesseesssessseenseenssennns 25
SEIVET SOCKELS ...ttt ettt 37
SUIMIMATY ...viiiiieeiiie et esee et e et e e st e s sttee s teeessbeeessseessseeesssaessssaesssaeessseesssseessseeesnsesansees 44
Chapter 2: Examining the Hypertext Transfer Protocol .......... 46
OVETVIEW ...ttt ettt ettt ettt et e bt e et e e bt e e a e e e mt e et e e st e emeeembeeseesmtesmteenseesneeeneeenne 46
AdAress FOTMALS........coouiiiiiiieeeeeee ettt ettt ettt e e 46
Using Sockets to Program HTTP ........ccccoo it 50
Bot Package Classes fOr HTTP ......ooouiiiiiiiieeee e 60
UNer the HOOM .....ooeiieeeee ettt ettt e et eneenneens 73
SUINIMATY ...eeeiiieeiee ettt ettt s e ettt e s bt e e sabeeesttee s bt e e sateeeasteesabaeesaseessteesaseeesaseesneens 82
Chapter 3: Accessing Secure Sites with HTTPS .........ccccevereercnnnnee 84
OVETVIBW ... eniitieitetet ettt bbbttt ettt ettt et ettt ebe e 84
HTTP versus HTTPS ...ttt sttt s 84
UsINg HTTPS With JAVA.....coouiiiiiiiicicce ettt enaesaee s 85
HTTP User AUthentiCation.........cc.eeiiieiierieiieee ettt ettt 90
SECUINEZ ACCESS .vvveeeeriieiiieeiieeerteeerteestee sttt estreeastreesssaeassseesssseesssseesssesassseessseeassseesssseesssees 96
Under the HOO .......oouiiiiiiiiiieeeec ettt 105
SUINIMATY ...ttt ettt ettt e bt e st e e e sa b e e sabee e eat e e ebbeesabteesateesabeeesabeeenaees 115
Chapter 4: HTML Parsing 116
OVETVIEW ...iieiiieiieiie et et et e ettt e e e tteeete e te e st e ssb e e seensaesnseenseesseesnseensaenseesnsennseanseessseenseensens 116
Working With HTIML .......ooiiiiiiicieee ettt et eneeas 116
Tags a Bot Cares ADOUL .......c.cccuieiiieiieiieieeeiteete et ee et e testeeveesseesnaesnseenseeseesssesnseenseas 118
HTML That Requires Special Handling ...........cccooeeevieiiiiciiiiieniecie et 123
Using Bot Classes for HTML Parsing...........ccccocveeciierieiieeiieiieiie e sieeeeeeesee e e 126
Using Swing Classes for HTML Parsing ..........cccceevvieviieviecieeiieiieseeeeeere e 128
Bot Package HTML Parsing EXampPles.........ccocoveivieciieiieiieiie et 133
Under the HOO .......couiiuiiiiiiiiiee ettt 153
SUINIMATY ...ttt ettt ettt ettt e bt e et e e e ea bt e s bte s eab e e ebteesabteesateesabeeesabeeenaees 163
Chapter 5: Posting Forms testeesestessstessnttesssessastssssatesnssesansesenns 165
OVETVIEW ...etieiiieiieiie et et e tte et e it estteente e st e st e saseanseensaesnseenseenseesnseensaenseesnsesnseanseesssennseansens 165
USING FOTINS ...ttt ettt et sttt s e saaeesaessaessbesnseenseesssesnseensens 165
Bot Classes for @ Generic POSt .........c.oocuiiiieiieee et 171
UNder the HOOG ........ooeiieiieieeecteee ettt ettt et e e enseenneas 186



SUIMIMATY ..vviiciiieiiee ettt e e et e e ste e e tbeestbeesstaeesssaesssseessseeesssaesssseessseesssseesssneensses 190
Chapter 6: Interpreting Data...........eeiieiiineiinieiinssincssneisssnicsssnecssssisssnesssssssssesssssesssees 191
OVETVIEW ...ttt ettt ettt e et e et e e e s st e st e e st e s seeenseease e st e sneeenseeseesnseenseenneasnseenseensenn 191
The Structure 0f the CSV File........ooiiiiie s 191
The Structure 0f @ QIE FIle ...cc.veeiiiiiiiiiiieece ettt e saeeen 197
The XML File FOIMAL.......ccciiiiiiiiieieeieeie ettt et teeesae et enseesaesnseenseas 203
SUIMIMATY ...eeeiiieeiiee ettt ettt e et e ettt e s ate e s bt e e sateesabteesaseeeanteesaseeesateesaseeesnseeennnes 213
Chapter 7: EXPloring CoOOKIES.....covvvierrerersreisssaressreicssssisssassssssesssassssssssssasessasssssasesssssessassssse 215
OVEIVIEW ...ttt ettt ettt ettt ettt s h et e bt et e s b et e eh et e e bt et e e bt enbeeae e b e ebeentesbeentenbeenseeneenee 215
EXamining COOKIES ......eccviiiiiiieiiieeieeieereeste et eieesveeveeteeseeeseseesseessaesssessseeseesssessseensens 216
Bot Classes for CooKie PrOCESSING........ccccvviiriiieriiiiriieiieecieeesreeesreestreesreeesereeesereeesnee s 230
Under the HOOM ..ottt st et 232
SUIMNIMATY ...ttt ettt ettt e sttt e et e e sa b e e s bt e e eab e e ebteesabteesateesabeeesabeeenaees 238
Chapter 8: Building a Spider .........cooeeevecsensersnecseccseensennsnnee 239
OVETVIEW ...ttt ettt ettt ettt et e et et e st e e et e e st esaeeense e seeseesneeenseeseesnsesnseenseesnsesnseennenn 239
SHrUCTUTE OF WEDSIEES .....vieeiieiieeiieiieiieeeee ettt ettt te e te e e s e ese e e e snaesnse e saesnneens 239
Structure 0f @ SPIAET.....ceiiiieieeie ettt e e et e e teesseeenseenes 242
CONSLIUCLING @ SPIACT ...eevieiieiieeie ettt ertte ettt et esete s e e seessaessseanseenseesssennsenns 246
SUIMIMATY ...eieiiieeiiee ettt ettt e et e e s tte e s sate e et teesateesabeeesaseeennteesasteesateesseeesaseeennees 266
Chapter 9: Building a High-Volume Spider .........cooveeveiseiserisercsnissenssenssencseccssncsseesaens 267
OVEIVIEW ...ttt ettt ettt ettt ettt sttt e h et s b et e et et e bt et e e bt enbesae e b e eseentesseeneenbeenseeneenee 267
What IS MUIItRIEAdiNg?........oeovieiieiiieieeeece ettt et eereebeesabeesseenneas 267
Multithreading With JAVA.........ccoeoviiiiiiiiiie et eeas 268
Synchronizing ThrEadsS.........cuiiiviiiiiiiiie et e sar e e e tae e e sreeeens 272
USING @ DAtADASE ... .vveiiiieeiiiiiie ettt e re e st e e veestae e ssreeessaessnaeessseeessseesssees 275
The High-Performance SPIder ..........coeoeeiieiieiieeieeee et 283
UNer the HOOM .....ooeiieeeee ettt et ene e 284
SUINIMATY ...ttt ettt ettt ettt e st e et e e e sa b e e s bt e e eateeebteesabteesabeesabeeesabeeenaees 315
Chapter 10: Building a Bot........ccovviieiviiiceicisnissnicssssissssnssssisssssssssssssssssssssssssasssssssssssssesss 317
OVETVIEW ...tiiiieiieiie et e eiteete et e e e tteete e se e st e ssseessaensseesseanseesseesnsesnsaenseesnsesnseenseesssesnseensens 317
Constructing @ TYPICal BOt .....c.eoviieiieiieieecieeteetese ettt eebeennees 317
USING the CatBOt ....ceviiiieiieiece ettt ettt ettt e s e s e e sseessaeesseesseees 331
AN EXamPle CatBot .......oocviiiiiiiecii ettt 336
UNder the HOOM ......oouviiiiieiecieecee ettt sttt sttt et esae e 342
08001 10 1y AU 359
Chapter 11: Building an AGgregator ..........ceiievveiissvencssniessnicsssnesssssessssisssssesssssssssessssseses 360
OVETVIEW ...ttt ettt ettt ettt e et e et e et e e st e et e e st e seeenseense e st e sneeeaseeseesneeenseenneesnsesnseennean 360
Online versus Offling AZEregation ..........cccecierieeiienieeie ettt 360
Building the Underlying Bot........c.cooiiiiiiiiieiieieeeeeeeee ettt 361
Building the Weather Ag@regator .........cuvvciieeiierieeieeieeeeree et e e enseenseas 369
SUIMIMATY ...vieeiiieeiee ettt ee e et e e st e e s tbeesabeesssaeesssaesssseessseeesssessnsseessseessseesnseesnsses 374
Chapter 12: Using Bots Conscientiously 375
OVEIVIEW ..ttt ettt ettt ettt ettt sttt s h et s h et e et et e e bt et e ebeeseesbe e b e eseentesbeentenbeenneeneenee 375
Dealing With WEDSIIES ......cviieiiiiiie et ciee ettt sree et eree e sree e treessteeeseseesssaeessnneesreens 375
WEDMASLET ACHIONS ..entieiieiiieiteiie ettt ettt ettt st et e bt e sat e et e e bt e saeesabeebeenaeas 381
A CONSCIENTIOUS SPIACT ..eeuviieeiieeiiieeitieeeteeerree ettt esreeerereestaeessseeessseessseeesssesassesssseesssees 383
UNder the HOOM .....ooeeieeee ettt et 396
SUINIMATY ...ttt ettt ettt ettt e sttt e ettt e su bt e s bt e s eateeebteesabeeesbteesabeeesabeeenaees 401
Chapter 13: The Future of BotS ........coceirivicrcninisniiscsnicssanissssisssssssssssssssssssssssssassssssssssssseses 403
OVETVIEW ...ttt ettt e tte et e e e s tte et e e st e st e ssbe e se e saeenseenseenseesnseensaenseesnsesnseanseessseenseensenn 403

i



Internet INfOrmation TranSTET ... . ... . e e e e e e e e e e e e e e e e eeeeneeeeeeenas 403

Understanding XIML .......ccooiiiiiiiiiie ettt reesre e s tee e ssreestaeeseraeesnneessnees 404
Transferring XIML Data ......c.cociieiieiieieee ettt eeas 408
Bots and SOAP ... et ettt ettt ea e et neas 412
SUINIMATY ...ttt ettt et e sttt e et e e e sabe e s bt e e eab e e ebteesabteeebteesbeeesabeeeeaees 412
Appendix A: The Bot PACKAZE ......ccovveierreinisnicssnisssnisssancssssssssssssssssosssssssssssssssssssasssssasssssss 414
UIIEY CIASSES .ttt ettt ettt ettt ettt sttt sttt eb e bt st nbe bt e teeitenbesieens 414
HTTP CLASSES ..ttt ettt ettt ettt ettt sttt e at ettt esbe st e nbeeneentessteseseeens 416
The Parsing ClIaSSES.......eecveerieerieiieesiieseeeteeteesteeseeeveeseesseesesessseesseessseessessseesseesssessseensens 419
SPIACT CLASSES ...vveuevieeiieiieiieeete ettt e ette et e eteeste et e eseebeeteessseesseesseesssesssessseesseesseessseeseeans 424
Appendix B: Various HTTP Related Charts..........ciiciiiisseissserecsencssensssnncssneecssssecsannes 430
ThEe ASCIT CRATT ..cneiiiieeieeee ettt sttt e sat e st e et e et e st e sebeeaeeneas 430
o 0 5 (ST 16 ) PP 434
HTTP Status CodeS ...covieiuiieiieiieiie ettt ettt e ettt e st e nteenteeseenneeeneas 436
HTML Character CONSTANES ......cccueeriierienieeieeeieesteeieeieeseesteeteesseesteeseeseesneesnseenseenneas 439
Appendix C: Troubleshooting... 441
WIINB2 EITOTS .ttt ettt ettt e ettt e et e et e e e bee e s abeeesabeesbeeesbeeesnseessnneesnseens 441
UNDX EITOTS 1.tteeteiiiitee ettt ettt ettt ettt ettt e ettt e e ettt e e sttt e e s sabbeeeesabbaeeesabaeeessaseeeeens 441
Cross-Platform EITOTS .......cciiiiieiiiiecieeeeee ettt e sebeennees 444
How to Use the NOBOT SCTIPES ....cuevuiiiiriieiinieeieeieeiesieetese ettt 446
Appendix D: Installing TomCAL......ccccevveicssarcscnisssasesssassssssssssasesssssssssssse .447
Installing and Starting TOMCAL .........cceecveriiieeiiecieeie ettt seeeseae v e eseeseeseseenseas 447
A TSP EXAIMPIC....eviiiieiiiiiieiieciie ettt steste et et e sveebeesteessbessseesseessseesseesaesssaasseeseesssennns 449
Appendix E: How to Compile Examples Under Windows.. 451
USING the JDK ..ottt e e re e st e e s st e e taeessnaeesesaeesnsaessneens 451
USING VISUAICALE ...ttt ettt se e e e s ens 456
Appendix F: How to Compile Examples Under UNIX ceeeesseessanessaneesasesssanens 458
USING the JDK ...ttt ettt ettt se e e st e eeeesseeens 458
Appendix G: Recompiling the Bot Package 461
GlOSSATY ...eevieitieiieeie ettt ettt ettt e et e et et e aee st e esseesaessseenseesseeaseeenseensaeseesnsesnseensaennsennsens 463

iii



	Cover
	Table of Contents
	Introduction
	Overview
	What Is a Bot?
	What Is a Spider?
	What Are Agents and Intelligent Agents?
	What Are Aggregators?
	The Java Programming Language
	Wrap Up

	Chapter 1: Java Socket Programming
	Overview
	The World of Sockets
	Java I/ O Programming
	Proxy Issues
	Socket Programming in Java
	Client Sockets
	Server Sockets
	Summary

	Chapter 2: Examining the Hypertext Transfer Protocol
	Overview
	Address Formats
	Using Sockets to Program HTTP
	Bot Package Classes for HTTP
	Under the Hood
	Summary

	Chapter 3: Accessing Secure Sites with HTTPS
	Overview
	HTTP versus HTTPS
	Using HTTPS with Java
	HTTP User Authentication
	Securing Access
	Under the Hood
	Summary

	Chapter 4: HTML Parsing
	Overview
	Working with HTML
	Tags a Bot Cares About
	HTML That Requires Special Handling
	Using Bot Classes for HTML Parsing
	Using Swing Classes for HTML Parsing
	Bot Package HTML Parsing Examples
	Under the Hood
	Summary

	Chapter 5: Posting Forms
	Overview
	Using Forms
	Bot Classes for a Generic Post
	Under the Hood
	Summary

	Chapter 6: Interpreting Data
	Overview
	The Structure of the CSV File
	The Structure of a QIF File
	The XML File Format
	Summary

	Chapter 7: Exploring Cookies
	Overview
	Examining Cookies
	Bot Classes for Cookie Processing
	Under the Hood
	Summary

	Chapter 8: Building a Spider
	Overview
	Structure of Websites
	Structure of a Spider
	Constructing a Spider
	Summary

	Chapter 9: Building a High- Volume Spider
	Overview
	What Is Multithreading?
	Multithreading with Java
	Synchronizing Threads
	Using a Database
	The High- Performance Spider
	Under the Hood
	Summary

	Chapter 10: Building a Bot
	Overview
	Constructing a Typical Bot
	Using the CatBot
	An Example CatBot
	Under the Hood
	Summary

	Chapter 11: Building an Aggregator
	Overview
	Online versus Offline Aggregation
	Building the Underlying Bot
	Building the Weather Aggregator
	Summary

	Chapter 12: Using Bots Conscientiously
	Overview
	Dealing with Websites
	Webmaster Actions
	A Conscientious Spider
	Under the Hood
	Summary

	Chapter 13: The Future of Bots
	Overview
	Internet Information Transfer
	Understanding XML
	Transferring XML Data
	Bots and SOAP
	Summary

	Appendix A: The Bot Package
	Utility Classes
	HTTP Classes
	The Parsing Classes
	Spider Classes

	Appendix B: Various HTTP Related Charts
	The ASCII Chart
	HTTP Headers
	HTTP Status Codes
	HTML Character Constants

	Appendix C: Troubleshooting
	WIN32 Errors
	UNIX Errors
	Cross- Platform Errors
	How to Use the NOBOT Scripts

	Appendix D: Installing Tomcat
	Installing and Starting Tomcat
	A JSP Example

	Appendix E: How to Compile Examples Under Windows
	Using the JDK
	Using VisualCafé

	Appendix F: How to Compile Examples Under UNIX
	Using the JDK

	Appendix G: Recompiling the Bot Package
	Glossary



