Understand how
rogue applets can
transmit bad code:
_ =
Mobile code applications,
in the form of Java
applets, JavaScript, and
ActiveX controls, are
powerful tools for
distributing information.
They are also powerful
tools for transmitting
malicious code. Rogue
applets do not replicate
themselves or simply

corrupt data as viruses do,

but instead they are most
often specific attacks
designed to steal data or
disable systems.
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Questions About
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Q: What should | do if |

stumble across a back
door in my code base?

: First and most
importantly, determine
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door. Segments of code
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some rather powerful
things, but nonetheless
had proper
authentication
performed prior to their
being called. If your
best research still
indicates that it is a
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associate in your
security department
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language in which
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request a review of the
code. If that person
determines it is a back
door, it should be
investigated to
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code was introduced
simply due to poor
planning or actual
malice.
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Write Secure
ColdFusion Code:

_T =

When writing a ColdFusion
application, you must look
out for a number of tags
that involve the movement
of data in ways that can be
attacked. In most cases,
validating the data sent to
a page will prevent them
from being misused. In
others, not allowing
attributes to be set
dynamically is the answer.
For each tag we examine,
another solution may be to
just turn the tag off (an
option controlled by the
administration panel).
Other tags can not be
turned off and must be
coded properly.
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