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Answers to Your
Frequently Asked
Questions

Q: How can I enable my
Windows 98 clients to
use Kerberos v5
authentication?

A: Down-level clients
(Windows 9x and NT
4.0) do not support
Kerberos v5
authentication. The
only way to use
Kerberos would be to
upgrade your
Windows 98 clients to
Windows 2000
Professional.
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Provides Details on
the Subprotocols

Kerberos contains three
subprotocols, also known
as exchanges:

■ Authentication Service
(AS) Exchange

■ Ticket-Granting Service
(TGS) Exchange

■ Client/Server (CS)
Exchange

181_SerSec2e_TOC  9/20/01  1:10 PM  Page xii



Contents xiii

Kerberos Policy 86
Contents of a Microsoft Kerberos Ticket 88
Delegation of Authentication 88
Preauthentication 89
Security Support Providers 89
Credentials Cache 90
DNS Name Resolution 90
UDP and TCP Ports 91

Authorization Data 92
KDC and Authorization Data 92
Services and Authorization Data 92

Kerberos Tools 92
Kerberos List 93
Kerberos Tray 96

Summary 100
Solutions Fast Track 101
Frequently Asked Questions 103

Chapter 4 Secure Networking 
Using Windows 2000 Distributed 
Security Services 105

Introduction 106
The Way We Were: Security in NT 106
A Whole New World: Distributed 

Security in Windows 2000 106
Distributed Services 107
Open Standards 107

Windows 2000 Distributed Security Services 109
Active Directory and Security 110

Advantages of Active Directory Account 
Management 111

Managing Security via Object Properties 113
Managing Security via Group

Memberships 115
Active Directory Object Permissions 115
Exercise 4.1 Assigning Active Directory 

Permissions to a Directory Object 116

Learn About Setting
Up Secure
Communication 
with Multiple 
Vendors via SSO

UNIX

Novell

MacIntosh

Other

Windows 3.x

Windows 95

Windows 98

Windows NT

Windows
2000

Ke
rb

er
os

Web Clients Mainframe
(AS/400)

SSL SNA

La
n 

Ma
na

ge
r

NTLM

181_SerSec2e_TOC  9/20/01  1:10 PM  Page xiii



xiv Contents

Relationship between 
Directory and Security Services 119

Active Directory Components 120
Exercise 4.2 Creating Trusts with 
Active Directory Domains and Trusts 126

Delegation of Administration 128
Fine-Grain Access Rights 131
Inheritance of Access Rights 131

Security Protocols 134
NTLM Credentials 134
Kerberos Credentials 135

Getting a Ticket to Ride 136
Private and Public Key Pairs and Certificates 137
Other Supported Protocols 137

Internet Single Sign-On 138
Internet Security for Windows 2000 139

Client Authentication with SSL 3.0 140
Authentication of External Users 140
Microsoft Certificate Server 140
CryptoAPI 141

Interbusiness Access: Distributed Partnership 141
Summary 143
Solutions Fast Track 144
Frequently Asked Questions 147

Chapter 5 Security Configuration Tool Set 149
Introduction 150
Security Configuration Tool Set 150

Security Configuration Tool Set Components 151
Security Configuration and Analysis

Snap-In 151
Security Setting Extensions to Group

Policy 151
Security Templates 152
The Secedit.exe Command-Line Tool 154

Security Configurations 154
Security Configuration and Analysis Database 154

181_SerSec2e_TOC  9/20/01  1:10 PM  Page xiv



Contents xv

Security Configuration and Analysis Areas 156
Account Policies 157
Local Policies 158
Event Log 158
Restricted Groups 158
System Services 158
Registry 158
File System 158

Security Configuration Tool Set User
Interfaces 159

Security Configuration and Analysis
Snap-In 159

The Secedit.exe Command-Line
Interface 161

Configuring Security 165
Account Policies 165
Local Policies 168
Event Log 174
Restricted Groups 176

Exercise 5.1 Configuring Restricted
Groups 177

Registry Security 179
Exercise 5.2 Configuring Registry

Security 179
File System Security 181

Exercise 5.3 Configuring File System
Security 181

System Services Security 184
Exercise 5.4 Configuring System Services

Security 185
Analyzing Security 186

Exercise 5.5 Analyzing the Local
Machine 186

Account and Local Policies 188
Restricted Group Management 188
Registry Security 188

Understand the
Secedit.exe Command

The secedit.exe command-
line interface allows the
administrator to:

■ Analyze system security

■ Configure system
security

■ Refresh security
settings

■ Export security settings

■ Validate the syntax of a
security template
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Learn the Syntax for
the EfsRecvr
Command Line

Item Function

/S Recovers the 
files in the 
given directory 
and all subdi-
rectories. The 
default direc-
tory is the 
current 
directory.

/I The recovery 
process will 
continue, even 
if an error 
occurs. The 
default behavior 
is to immedi-
ately stop the 
recovery process 
should an error 
occur.

/Q Limits the 
reporting of 
only essential 
information 
needed to load 
the appropriate 
keys.

Filename Specifies a file, 
directory, or 
pattern.
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IPSec engages two
protocols to implement
security on an IP network:

■ Authentication header
(AH)

■ Encapsulating security
protocol (ESP)
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Any of these
circumstances would
certainly warrant the
revoking of a certificate:

■ An entity’s private key
has been
compromised.

■ A project with another
organization is
completed.

■ The employee has
changed status within
the company.

■ A department is to
cease having access to
certain information.

■ The certificate was
obtained through
forgery.

181_SerSec2e_TOC  9/20/01  1:10 PM  Page xix



xx Contents

Exercise 9.3 Requesting a User
Certificate with the Certificate
Request Wizard 343

Exercise 9.4 Requesting an EFS
Recovery Agent Certificate from the
CA Web Page 348

Renewal 352
Using Keys and Certificates 352
Roaming 353
Revocation 354

Exercise 9.5 Revoking a Certificate and
Publishing a CRL 355

Trust 356
Exercise 9.6 Importing a Certificate

from a Trusted Root CA 357
Public Key Security Policy in Windows 2000 361

Trusted CA Roots 361
Exercise 9.7 Configuring Automatic

Certificate Enrollment through 
Group Policy 363

Certificate Enrollment and Renewal 366
Exercise 9.8 Changing the Templates
Available on the Enterprise 
Certification Authority 368

Smart Card Logon 369
Applications Overview 369

Web Security 370
Secure E-Mail 370
Digitally Signed Content 371
Encrypting File System 373
Smart-Card Logon 373
IP Security  374

Preparing for Windows 2000 PKI 375
Backing Up and Restoring Certificate Services 377

Exercise 9.9 Backing Up Certificate
Services 377

181_SerSec2e_TOC  9/20/01  1:10 PM  Page xx



Contents xxi

Exercise 9.10 Restoring Certificate
Services 379

Summary 383
Solutions Fast Track 385
Frequently Asked Questions 389

Chapter 10 Supporting 
Non-Windows 2000 Clients and Servers 393

Introduction 394
Authenticating Down-Level Clients 394

Defining Lan Manager and NT 
Lan Manager Authentication 395

Using the Directory Services Client 396
Deploying NTLM Version 2 397

Configuring the Servers to Require
NTLMv2 397

Making the Clients Use NTLMv2 400
Exercise 10.1 Configuring Windows 

NT 4.0 Clients to Use NTLMv2 400
Exercise 10.2 Configuring Windows 

9x Clients to Use NTLMv2 401
Working with UNIX Clients 402

Installing Services for UNIX 403
Exercise 10.3 Adding a User 

to the Schema Admin Group 404
Exercise 10.4 Enabling the Schema 

Master for Write Operation 406
Exercise 10.5 Installing Services for

UNIX 411
NFS Software 418

Using the Client Software for NFS 418
Using the Server Software for NFS 420
Using the Gateway Software for NFS 422
Using the PCNFS Server Software

for NFS 422
Account Administration Tools 424
Network Administration Tools 432
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Microsoft considers all
clients running any
Microsoft operating
system (OS) other than
Windows 2000 to be
down-level clients. In
Chapter 10, we focus on
the following operating
systems:

■ Windows 95

■ Windows 98

■ Windows NT 4.0
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