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Frequently Asked
Questions
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Q: How can | enable my

Windows 98 clients to
use Kerberos v5
authentication?

: Down-level clients
(Windows 9x and NT
4.0) do not support
Kerberos v5
authentication. The
only way to use
Kerberos would be to
upgrade your
Windows 98 clients to
Windows 2000
Professional.
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Understand the
Secedit.exe Command
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The secedit.exe command-
line interface allows the
administrator to:

= Analyze system security

= Configure system
security

= Refresh security
settings

= Export security settings

= Validate the syntax of a
security template
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Implement IPSec
Security Services
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IPSec engages two
protocols to implement
security on an IP network:

m  Authentication header
(AH)

= Encapsulating security
protocol (ESP)
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Learn About Why
Certificates Can Be
Revoked
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Any of these
circumstances would
certainly warrant the
revoking of a certificate:

= An entity’s private key
has been
compromised.

= A project with another
organization is
completed.

= The employee has
changed status within
the company.

= A department is to
cease having access to
certain information.

= The certificate was
obtained through
forgery.
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Authenticating Down-
Level Clients
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Microsoft considers all
clients running any
Microsoft operating
system (OS) other than
Windows 2000 to be
down-level clients. In
Chapter 10, we focus on
the following operating
systems:

= Windows 95
= Windows 98
= Windows NT 4.0
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Learn the NTFS
Permissions
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= Full Control

= Modify

®=  Read and Execute

= List Folder Contents
= Read

= Write
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The Service Monitoring
tool (svemon) monitors
when services are started
or stopped. Svcmon works
locally and remotely. It will
send you an e-mail when
a service is changed.
Svcmon polls the services
every 10 minutes to
determine that they are in
the same state as they
were in the previous poll.
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