Using the GNU
General Public License

_— =

The GNU General Public
License (GPL) is the basis
of the open source
movement. This license is
provided by the Gnu is
Not Unix (GNU)
organization, which
develops various software
packages. The most
important element of this
license is that instead of
protecting a particular
person or company, it

protects the software code

that creates the
application.
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Determining Which
Ports to Block
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When determining which
ports to block on your
server, you must first
determine which services
you require. In most cases,
block all ports that are not
exclusively required by
these services. This is tricky,
because you can easily
block yourself from
services you need,
especially services that use
ephemeral ports. If your
server is an exclusive e-mail
server running SMTP and
IMAP, you can block all TCP
ports except ports 25 and
143, respectively. If your
server is an exclusive HTTP
server, you can block all
ports except TCP port 80.
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Although Tripwire has a
“file integrity mode,”
Tripwire is not really an
integrity checker in the
classic sense. It does
not, for example, test
the file's stability or
inode number or any
other aspect in regards
to file storage. Tripwire
simply compares a file's
new signature with
that taken when the
database was created.
Other tools may be
used to check the
integrity of a file's per-
missions and ownership
information.
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Flag

Description

SYN

FIN

RST

PSH
ACK
URG

Synchronize
sequence
numbers. Used for
connection
establishment.

The sender is
finished with the
connection. Used
for connection
termination.

Reset the
connection.

Push the data.
Acknowledgment
Urgent
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Q: I wish to remove a
principal from the
keytab of one of my
Kerberos clients. How
do I do this?

A Enter kadmin as an
administrative user on
the Kerberos client
(not the KDC) and use

the ketremove option.

For example, if you
wanted to remove the
principal for the user
named james, you
would do the
following:

term nal $/ usr/
ker ber os/ shi n/ kadm n

kadm n: ktrenove
—p j ames

kadmi n: quit

termnal $
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If hackers were alerted to
an unsecure server, they
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Firelogd (Firewall Log
Daemon) is a relatively
simple program that can
either be run as an
application or (you might
have guessed) as a
daemon. It does two
things:

= [t reads the kernel log
entries and passes
them into a "first in,
first out" (FIFO) pipe,
which Firelogd can
then process.

= Once its buffer is full, it
e-mails a report of
suspicious traffic to an
account of your
choosing. You can have
it mailed to a local
account, or to a
remote system of your
choice.
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