Acknowledgments

T'His BOOK WAS A lot of work, so I'm sure glad I didn’t have to do most of it!

This is essentiaﬂy the twelfth edition of the Mastering NT Server book that debuted in 1994. In every
other edition, we always had contributors who only worked on a chapter or a less, and so did not
get co-author credit. This time, I wanted everyone who worked on it to get their name on the cover,
and turned to two old tried-and-true contributors. Christa Anderson has contributed in a major way
to every version of this book, and this one is no exception. Lisa Justice’s work also appeared in the
past six editions and she is a welcome addition to this one as well.

This book also introduces two newcomers to book writing, but not to networking. Michele Beveridge,
the University of Georgia’s Active Directory architect, and veteran tech teacher C.A. Callahan
come from solid backgrounds in both working with technology and communicating it, and I think
you'll agree that their first outing as geek book co-authors is a successful one. They dug into every
chapter, forsaking family and friends in order to get this done. I owe all four co-authors quite a bit,
and am quite thankful for their efforts. (Additionally, Michele tells me that a techie friend of hers,
Martijn Middleplaats, helped her with some of the heavy lifting by researching some of her chapter
material. She thanks him and so do 1.)

While this should have been an easy book to write, it wasn’t, as I'll explain in the Introduction—
that’s my fault. That made life horrendous for the Sybexers involved, and I can’t thank them enough
for their help in getting this volume out.

Chris Denny and Neil Edde got the ball rolling, and Sally Engelfried edited the chapters. Many
thanks also to technical editor Jim Kelly for his painstaking checking and verifying.

There is, of course, the whole production crew to thank as well. Without them, all we’'d have is
a collection of electronic files. Kylie Johnston steered the project smoothly through the production
channels, as she did with previous editions; Rozi Harris at Interactive Composition Corporation trans-
formed the manuscripts into the handsome book before you; and the proofreaders—ILaurie O’Connell,
Yariv Rabinovitch, Nancy Riddiough, and Monique van den Berg—scrutinized the many pages to
ensure that no stone was left unturned. Thanks also to Ted Laux, the indexer, and Dan Mummert and
Kevin Ly of the CD team.

Finaﬂy, we could not have done this without the assistance of Microsoft, who not only created the
product but also allowed us to see it before it was finished.

Copyright ©2003 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

	Using Your Sybex Electronic Book
	Mastering Windows Server 2003
	Frontmatter
	Acknowledgments
	Introduction

	Chapter 1 - Windows Server 2003 Overview
	Four Types of Server
	Pre-Server 2003 Varieties
	Windows Server 2003 Flavors: Web Edition Makes Four

	XP Support Comes to Server
	XP Integration
	Server Understands XP Group Policies

	New Free Servers: An E-Mail Server and SQL Server “Lite”
	General Networking Pluses
	NAT Traversal
	IPSec NAT Traversal
	RRAS’s NBT Proxy Eliminates Network Neighborhood Problems
	DNS Conditional Forwarding Supports Multidomain AD-Integrated DNS

	Active Directory Improvements
	Forest-to-Forest Trusts
	Group Replication Problem Solved
	Good News for Branch Offices
	Domains Can Be Renamed
	AD Can Selectively Replicate

	Remote Administration Upgrades
	Command-Line Heaven
	Desktop Support Improvements
	Profiles and Policies
	Software Restriction Group Policies
	The Group Policy Management Console (GPMC)

	Tightened Security
	Reliability
	Storage News
	Windows Server 2003: Not Yet or Good Bet?

	Chapter 2 - The Basics: Networking, Software, Servers, and Security
	What’s the Point of Networks and Networking?
	Network Client and Server Software
	Networks Need Connection Hardware and Links
	Clients and Servers Must Speak the Same Protocols
	Keeping the Bad Guys Away: Security
	Names: Finding Servers and Resources
	Summary: The Necessary Evils

	So Why Use NT/2000/Server 2003?
	It’s the Market Leader
	Its Familiar GUI Makes It Easier to Get Started
	Many Tools Come “in the Box”

	A Brief History of NT

	Chapter 3 - Configuring Windows Server: The Microsoft Management Console
	Fixing the Server 2003 GUI
	Restoring your Desktop Icons and Start Menu
	Setting Administrator-Friendly Folder Options

	A Microsoft Management Console Primer
	What Is This MMC Thing?
	MMC Terms to Know
	The Computer Management Console
	Other MMC Tools

	Building Your Own MMC Tools
	Building a Simple Microsoft Saved Console
	Designing Tools with Taskpad Views
	Packaging Up the Tool for Users
	Distributing the Tool
	Editing a Custom Console Tool


	Chapter 4 - Configuring Windows Server: The Windows Server 2003 Registry 
	What Is the Registry?
	The Registry Stores Most of a Computer’s “State”
	The Registry Stores Dynamic Hardware Information
	The Registry Is the Only Way to Make Some System Adjustments

	Registry Terminology
	Subtrees
	Registry Keys
	Key-Naming Conventions
	Value Entries, Names, Values, and Data Types

	Working with the Registry: An Example
	How Do You Find Registry Keys?
	Even More Cautions about Editing the Registry
	Where the Registry Lives: Hives
	A Look at the Hive Files
	Fault Tolerance in the Registry

	Registry Permissions
	Remote Registry Modification
	Backing Up and Restoring a Registry

	Chapter 5 - Setting Up and Rolling Out Windows Server 2003
	Planning and Preparation
	System Hardware Requirements
	Preparing the Hardware
	Preparing the BIOS
	Partitioning
	Filesystems
	Server Name
	Network Connection and Options

	Setting Up and Installing
	Preinstallation: Phase 1
	Text-Based Setup: Phase 2
	Graphical-Based Setup: Phase 3

	Postinstallation Procedures
	Troubleshooting an Installation
	The Recovery Console

	Performing Unattended Installs: An Overview
	Scripting
	Delivery: CD-ROM or RIS
	Sysprep
	Command-Line Automation: Controlling WINNT[32]
	Scripts, Part I: Basic Answer Files with Setup Manager
	Improving Setup Manager’s Script
	Getting the Script Ready to Try
	Improving the Script More
	Scripts, Part II: Distribution Shares and

	Installing Server 2003 with Remote Installation Services
	RIS Overview
	New-to-Server 2003 RIS Goodies
	RIS Limitations
	Steps to Making RIS Work
	Getting Ready for RIS
	Authorizing RIS in Active Directory
	Installing RIS
	Running RISETUP
	Checking That RIS Is Running
	Enabling RIS for Clients
	Installing an OS on a Workstation from the RIS Server
	Creating a System Image with RIPrep
	Reconfiguring the Prototype
	Creating a “Flat” or “CD-ROM” Image
	Creating a Scripted Image
	Delivering a RIPrep Image to a Target PC
	Authorizing Users to Let RIS Create New Computer Accounts
	Creating the Installers Group
	Restricting RIS Image Choices
	Advanced RIS

	Ghost's Little Helper: Sysprep
	Using Sysprep: Overview
	Set Up the Computer
	Create a New Administrative User
	Log In as the New User
	Copy Sysprep to C:\Sysprep


	Chapter 6 - Understanding and Using TCP/IP in Server 2003
	A Brief History of TCP/IP
	Origins of TCP/IP: From the ARPANET to the Internet
	Goals of TCP/IP’s Design

	Getting There: The Internet Protocol (IP)
	A Simple Internet
	Subnets and Routers: “Should I Shout, or Should I Route?”
	IP Addresses and Ethernet/MAC Addresses
	IP Routers
	Routing in More Detail

	Class A, B, and C Networks, CIDR Blocks, Routable and Nonroutable Addresses, and Subnetting
	A, B, and C Class Networks
	Routable and Nonroutable Addresses
	You Can’t Use All of the Numbers
	Subnet Masks
	Subnetting a Class C Network
	Subnetting a Class C Network the RFC/CCNA Way
	Classless Inter-Domain Routing (CIDR)
	What IP Doesn't Do: Error Checking

	TCP (Transmission Control Protocol)
	Sequencing
	Flow Control
	Error Detection/Correction

	Sockets, Ports, and the Winsock Interface
	How Ports and Sockets Work
	Routing the Nonroutable, Part II: PAT and NAT
	Winsock Sockets

	Telling Software to Use TCP/IP Over Other Protocols: Network Binding
	Internet Host Names
	Simple Naming Systems (HOSTS)
	Domain Name System (DNS)
	E-Mail Names: A Note

	Attaching to an Internet
	Dumb Terminal Connection
	PPP Serial Connection
	Cable Modem and DSL Connections
	LAN Connection
	Terminal Connections versus Other Connections
	So Where Do I Get My IP Addresses?

	The Basics of Setting Up TCP/IP on Server 2003 with Static IP Addresses
	Configuring TCP/IP with a Static IP Address
	Testing Your IP Configuration
	Configuration Continued: Setting Domain Names
	Handling Old Names: Configuring Your Workstation for WINS
	Adding IP Addresses to a Single NIC

	Setting Up Routing on Server 2003, NT, and 9x Machines
	An Example Multirouter Internet
	Adding Entries to Routing Tables: route add
	Understanding the Prebuilt Routes
	Viewing the Routing Table
	Adding the Default Gateway
	All Routers Must Know All Subnets
	Using RIP to Simplify Workstation Management
	An Alternative Dynamic Routing Protocol: OSPF
	Using an NT Machine as a LAN/LAN Router
	More Complex Static Routing

	Using Server 2003 as an Internet Gateway/Router
	WAN Connection Options
	Collect the Pieces and Get Started

	Lower-Cost LAN-to-WAN Routing with Internet Connection Sharing
	Step One: Connect the Internal Network—and Meet APIPA
	Step Two: Get Connected to Your ISP
	Step Three: Turn ICS On
	Step Four: Configure the Intranet Machines
	What About the Firewall?
	Beyond ICS: Setting Up Network Address Translation (NAT) on Server 2003
	Understanding IPSec

	Network Load Balancing Clusters (NLBC)
	NLB Overview
	Getting Ready
	Step One: Install Static IP Addresses and Server Software
	Step Two: Create a DNS Entry for the Cluster
	Step Three: Set Up NLB for CADOTNET
	Step Four: Add the Cluster IP Address to CADOTNET’s IP Software
	Step Five: Configure 5000SC


	Chapter 7 - TCP/IP Infrastructure: DHCP, WINS, and DNS
	DHCP: Automatic TCP/IP Configuration
	Simplifying TCP/IP Administration: BOOTP
	DHCP: BOOTP Plus
	Installing and Configuring DHCP Servers
	Monitoring DHCP
	Rebuilding a Damaged DHCP Server
	DHCP on the Client Side
	DHCP in Detail: How DHCP Works
	Designing Multi-DHCP Networks

	Name Resolution in Perspective: Introduction to WINS, NetBIOS, DNS, and Winsock
	Two Different Lineages, Two Different Names
	Application Program Interface = Modularity
	NetBIOS and Winsock
	Name Resolution Defined
	Handling Legacy and NetBIOS Names: The Windows Internet Name Service
	NetBIOS atop TCP/IP (NBT)
	Name Resolution before WINS: LMHOSTS
	Introducing LMHOSTS

	WINS: A NetBIOS Name Service for Windows
	WINS Needs NT or Later Server
	WINS Holds Name Registrations
	WINS Client Failure Modes
	It’s My Name, but for How Long?
	Installing WINS
	Configuring a WINS Server
	Designing a Multi-WINS Network
	Adding the Second WINS Server
	Keeping the Second Server Up-to-Date
	Avoiding WINS Problems
	Deleting, Tombstoning, and Purging WINS Records
	WINS Proxy Agents

	Name Resolution in More Detail
	Review: Winsock versus NBT
	DNS/Winsock Name Resolution
	Controlling WINS versus DNS Order in Winsock
	NetBIOS Name Resolution Sequence

	DNS: Name Central in Active Directories
	Why DNS Matters to Active Directory
	Anatomy of a DNS Name
	The DNS Namespace: The Key to DNS
	Exercise: Set Up a DNS Server and Work with nslookup
	Zones versus Domains (and More on Delegation)
	Basic DNS Record Types
	Fault Tolerance: Primary and Secondary DNS Servers
	Delegating: Creating Subdomains in DNS
	Peeking at the Zone Files
	Dynamic DNS (DDNS)
	Active Directory–Integrated Zones
	DNS Resolution in Detail

	DNS Forwarding
	Centralizing DNS Caches with Forwarding
	Uprooting a DNS Server: When Forwarders Are Grayed Out
	Securing Internal DNS Servers with Forwarding/Slaving
	Conditional Forwarding: Another Split-Brain Tool

	Designing Your DNS Architecture
	One Scenario: Completely Open on the Internet
	A Better Scenario: Split-Brain DNS
	Yet Another Scenario: Different Names

	DNS Recovery
	DNS Backup
	DNS Restoration

	Application: Grafting an Active Directory Domain into an Enterprise with Old DNS Servers

	Chapter 8 - Active Directory
	What Active Directory Domains Do for Us
	Security: Keeping Track of Who’s Allowed to Use the Network and Who Isn’t
	Searching: Finding Things on the Network
	Creating New Types of Subadministrators
	Delegation: Subdividing Control over a Domain
	Satisfying Political Needs
	Connectivity and Replication Issues
	Simplifying Computer Names or “Unifying the Namespace”
	Enabling Centralized Support Tools

	Understanding and Using Active Directory’s Features
	Domains
	User (and Now Machine) Groups
	Organizational Units (OUs): Subdomains
	Sites
	Building Multidomain Structures I: Trees
	Building Multidomain Structures II: Forests
	The Case for an Empty Root
	Finding Domain Controllers for Logins Under AD

	Building an Active Directory: Some Hands-On Experience
	Building the First Domain
	Preparing the DC for the Second Domain
	Using DNS to Troubleshoot DCPROMO and Logon Problems
	Build an Enterprise Administrator
	Other Active Directory Objects: Contacts, Shared Folders, Printers and More

	AD-Related DNS Design and Troubleshooting
	Choosing Your Top-Level Domain: .com, .local, or Something Else?
	Building an AD-Friendly DNS Infrastructure

	Operations Masters/FSMOs
	Multimaster versus Single-Master Replication
	But Not Everything Is Multimaster
	Domain Naming: A FSMO Example
	Why Administrators Must Know about FSMOs
	FSMO Roles
	Transferring FSMO Roles the Hard Way

	Forestwide Time Synchronization
	Local AD Replication
	AD Local Replication Starts as a Loop

	Sites Revisited
	How Sites Work
	Renaming Default-First-Site-Name
	Defining a Site
	Defining a Subnet and Placing It in a Site
	Placing a Server in a Site

	Inter-Site Replication
	Understanding Functional Levels
	Mixed and Native Modes in Windows 2000
	Domain Functional Levels in Server 2003
	Forest Functional Levels in Server 2003

	AD’s Long Arm: Group Policy Overview
	Differences in System Policy and Group Policy Implementation
	Group Policies Apply to Sites, Domains, and OUs—Not Groups (Mostly)
	Policy Filtering and Group Policies
	Group Policies Undo Themselves When Removed
	You Needn’t Log In to Get a Group Policy
	What You Can Do with Group Policies

	Watching the Network: Auditing with the Active Directory
	What You Can Audit
	How to Audit
	Managing Logs: EventComb

	Migration Strategies
	In-Place Upgrade
	Clean and Pristine Migration
	Trust Relationships in More Detail
	Microsoft’s Free Migration Tool: ADMT

	AD Maintenance
	Offline Defragging a DC’s Copy of the AD
	Cleaning Out Objects with NTDSUTIL
	Renaming a Domain

	Active Directory Oddities
	If Two Admins Both Modify a Group, One’s Changes Get Lost
	Make Changes on DCs Near the Target Client
	Choose Your Domain Names Well

	Planning Your Active Directory Structure
	Examine Your WAN Topology
	Lay Out Your Sites
	Figure Out Which Existing Domains to Merge and Merge Them
	What Needs an OU and What Needs a Domain?
	Choose an OU Structure for Delegation, Then for Group Policies
	Use Just One Domain if Possible
	Develop Names for Your Domains/Trees
	Get the DNS Infrastructure Ready
	Use the Power of Inheritance
	Overall AD Design Advice

	Understanding and Using Certificates
	Public Key Pieces I: Public Keys, Private Keys, and Authentication
	Public Key Pieces II: Encrypted Communications (SSL)
	Public Key Pieces III: Certificates and Certificate Authorities
	Trusting Certificate Authorities
	Running Your Own Certificate Authority with Windows Server 2003
	Using PKI in Windows Server 2003
	Revoking Certificates


	Chapter 9 - Managing and Creating User Accounts
	Creating Local and Domain User Accounts
	Use Computer Management for Local Accounts
	Use Active Directory Users and Computers for Domain Accounts

	Understanding Groups
	Creating Groups
	Group Types: Security Groups versus Distribution Groups
	Group Scope: Locals, Domain Locals, Globals, and Universals
	Working with Security Groups
	How Do Organizational Units Fit In?
	Zen and the Art of Login Scripts

	Understanding User Permissions and Rights
	Object Permissions, ACLs, and ACEs
	User Rights

	Local and Domain-Based Group Policies
	Group Policy Benefits
	Group Policies Compared to System Policies
	Local Group Policies: Security Templates
	Working with Templates
	Group Policy Concepts
	Local Policies and Group Policy Objects
	Creating Group Policies
	Group Policy Troubleshooting: GP Application Order
	Delegating Group Policy Administration
	User and Computer Configuration Settings
	Managing Group Policies
	Troubleshooting Group Policies
	Coming Attractions: The Group Policy Management Console
	A Closing Thought or Two on Group Policy

	Working with Roaming User Profiles
	Anatomy of a User Profile
	Configuring Your Own User Profile
	Birth of a Local Profile
	Roaming Profile Basics
	Preconfiguring User Profiles
	Mandatory Profiles
	Setting Up a Group Template Profile
	How Does a Client Choose between Local, Roaming, and Mandatory Profiles?
	Which Type of Profile Is Right for My Network?
	Comparing Windows NT 3.51, NT 4, and 9x Profiles


	Chapter 10 - Managing Windows Server Storage
	The Basics of Disk Management
	Disk Management Terminology
	Understanding RAID in Server 2003
	Basic Disks versus Dynamic Disks

	Using the Disk Management Tool
	Installing a New Physical Disk
	Using Basic Disk Features
	Using Dynamic Disks
	Creating a Volume Set
	Creating a Stripe Set
	Establishing a Mirror Set
	Establishing RAID 5 Volumes

	Performing Disk Maintenance
	Background: Disk Geometry and File Formats
	Formatting Disks
	Defragmenting Disks
	Using CHKDSK

	Advanced Disk Management Topics
	Windows Server 2003 Setup and Dynamic Disks
	Upgrading a System Disk to Dynamic
	Moving a Dynamic Disk
	Changing a System Drive Letter
	Recovering a Failed Data Disk
	Creating and Using a Fault-Tolerant Dynamic Disk for System Recovery

	The Rest of the Story
	Using Encrypted NTFS
	Dealing out Disk Space…Managing Disk Quotas
	Volume Shadow Copy Service
	Remote Storage

	The Evolution of Storage

	Chapter 11 - Creating and Managing Shared Folders
	Basics of File Sharing
	Creating Shared Folders
	Creating Shares from Explorer
	Remotely Creating Shares with the Computer Management Console
	Publishing Shares in the Active Directory

	Managing Permissions
	Share Permissions
	File and Directory Permissions

	Auditing File and Directory Access
	Enabling Auditing

	Hidden Shares
	Common Shares
	C$, D$, and So On
	ADMIN$
	PRINT$
	IPC$
	REPL$
	NETLOGON

	Connecting to Shares via the Command Line
	Introducing net use
	Using a Different Account with net use
	“A Set of Credentials Conflicts”
	net use-ing over a WAN

	The Distributed File System
	Dfs Terminology
	Stand-Alone versus Fault-Tolerant Dfs
	Creating a Dfs Root
	Adding Links to a Dfs Root
	Configuring Dfs Replicas
	Understanding Dfs Replication
	Managing Dfs

	Web Sharing
	Using Offline Files/Client-Side Cacheing
	Introducing Offline Files
	How Offline Files Works
	Enabling Offline Files on Your Desktop: The Basics
	Getting and Keeping Things in the Offline Files Folder
	Offline Files in Action: Before the Trip
	Working and Making Changes on the Road
	Back in the Office: Syncing Up
	Applying Offline Files to the Office: When Servers Fail
	Controlling Synchronization for Nonmobile Users
	Cleaning Out Offline Files


	Chapter 12 - Software Deployment
	Windows Installer and Group Policies
	The Windows Installer Package
	Windows Installer, How It Really Works
	Using Group Policy to Do Deployment
	A Quick Look at What Everything Does before You Start Clicking
	The Scenario: What You Can Do with Software Deployment


	Chapter 13 - Configuring and Troubleshooting Network Print Services
	Print Services Terminology
	The Server 2003 Printing Model
	The Graphics Device Interface
	The Printer Driver
	The Print Spooler
	The Printing Process

	Setting Up a Printer Connection
	Installing a Printer on a Print Server
	Connecting to a Network-Enabled Printer
	Connecting to a Shared Printer
	Creating a Second Printer for One Print Device
	Deleting a Printer
	Preparing for Web Printing
	Getting the Printer to the Clients
	Using Client-Side Printers in a Terminal Server Environment
	Automatically Installing Printers

	Securing Printers
	Tuning Printer Permissions
	Group Policy Settings for Printers

	Configuring Printer Settings
	Defining Port Settings
	Using Separator Pages

	Adjusting Print Server Settings
	Choosing Form Settings
	Configuring Server Port Settings
	Adding or Updating the Printer Driver on a Print Server
	Keeping Track of Your Printing

	Managing Print Jobs
	Managing Printers and Documents from the Printers Folder
	Managing Printers and Documents from a Browser

	Troubleshooting Printer Problems
	Basic Troubleshooting: Identifying the Situation
	Using Online Resources


	Chapter 14 - Connecting Microsoft Clients to the Server
	What You Should Know Before Setting Up Network Clients
	Client Software
	Domains, Workgroups, and Active Directory

	Connecting Windows XP Professional Workstations
	Verify Your Network Configuration
	Joining a Domain
	Connecting to Network Resources
	Changing Domain Passwords

	Connecting Windows 2000 Professional Workstations
	Verify Your Network Configuration
	Joining a Domain
	Connecting to Network Resources
	Changing Domain Passwords

	Connecting Windows NT Workstations
	Configuring the Workstation
	Joining a Domain
	Connecting to Network Resources
	Changing Domain Passwords
	Accessing the Active Directory

	Connecting Windows 9x and Windows Me Workstations
	Configuring the Workstation
	Designating a Workgroup and a Logon Domain
	Connecting to Network Resources
	Changing Passwords
	Accessing the Active Directory

	Connecting Windows for Workgroups Workstations
	Configuring the Workstation
	Connecting to Network Resources
	Changing Passwords

	Connecting DOS Workstations
	Making the MS Client Disk Set
	Installing and Configuring MS Client
	Connecting to Network Resources
	Changing Passwords


	Chapter 15 - Macintosh and Windows Server Integration
	Macintosh Hardware and Operating System Inventory
	Hardware
	Macintosh Operating Systems

	Integration Objectives
	Classic OS Client Integration
	OS X Client Integration
	Integrating with a Macintosh Server


	Chapter 16 - Supporting Clients with Windows Terminal Services
	Why Care about Terminal Services?
	Centralized Deployment of Applications
	Supporting PC-Unfriendly Environments
	Less Processing Power Required on the Client
	Simplifying the User Interface
	Providing Help Desk Support

	The Terminal Server Processing Model
	Son of Mainframe?
	Anatomy of a Thin Client Session
	What’s New in Server 2003?
	Client Hardware

	Installing (or Removing) Support for Terminal Services
	Creating a New Terminal Server Client
	PC-Based RDP Clients
	Setting Up and Connecting a Windows-Based Terminal
	Setting Up a Handheld PC

	Creating, Deleting, and Modifying Connections
	Troubleshooting Connection Problems

	Editing Client Account Settings
	Remote Control
	Session Time-Outs
	Setting Client Path Information
	Configuring Terminal Services for All Connections

	Terminal Services Licensing
	The Terminal Services Licensing Model
	Understanding Session Licensing
	The Terminal Server Licensing Tool
	Application Licensing

	Configuring Applications for a Multiuser Environment
	Choosing Applications
	Making Your Applications Play Well with Others

	Managing Terminal Sessions
	Introducing Command-Line Tools
	Using the Terminal Services Manager

	Using Remote Administration Mode
	Enabling Remote Administration
	Connecting to Remote Servers Using the Remote Desktops Tool
	Questions about Using Remote Administration


	Chapter 17 - TCP/IP Server Services (IIS, NNTP, Telnet, SMTP, POP3, and FTP)
	Overview of IIS and Other Web Server Applications
	World Wide Web (HTTP) Server
	File Transfer (FTP) Server
	Network News (NNTP) Server
	E-Mail Services

	Installing Internet Information Services
	Default Configuration
	Global IIS Configuration Options

	Configuring Web Services
	Master Properties for Web Sites
	Setting Up a New Web Site
	Modifying Web Site Properties
	Virtual Directories
	Enabling Dynamic Content
	Using WebDAV
	Working with Application Pools

	Setting Up an FTP Site and Configuring FTP Services
	Setting the Master Properties for FTP Sites
	Creating a New FTP Site
	Modifying FTP Site Properties
	Virtual FTP Directories
	Using FTP User Isolation
	Using FTP User Isolation with Active Directory
	Using FTP for File Transfer

	Setting Up an NNTP News Server and Configuring NNTP Services
	Creating a New NNTP Server
	Modifying NNTP Virtual Server Properties
	Defining NNTP Server Expiration Policies
	Virtual NNTP Server Directories

	Setting Up an SMTP Server and Configuring SMTP Services
	Internet E-Mail Protocols
	Creating a New SMTP Server
	Modifying SMTP Virtual Server Properties
	Maintaining Your SMTP Server

	A POP3 Server for Windows 2003
	Setting Up the POP3 Server
	Setting Up Your E-mail Client
	E-mail Security Concerns

	Using Telnet for Remote Login
	Early Telnet Uses
	Modern Uses for Telnet
	Setting Up the Telnet Server

	Communicating Securely with SSL
	Requesting a Certificate
	Securing a Site or Directory

	Configuring and Troubleshooting Indexing Service and Building Web-Based Query Pages
	What Indexing Service Does
	The Annoying Thing about Indexing Service: Little Documentation
	How You’ll Use It (Why You Care)
	Using the Catalog: Querying Indexing Service from Computer Management
	Using the Catalog: Querying Indexing Service from the Web
	Troubleshooting Failed Queries

	Windows Server 2003 Internet Security: Some Thoughts
	Disable IIS If You Aren’t Using It
	Get and Apply the Latest Service Packs and Hotfixes
	Simplifying Hotfix Application
	Use IIS and NTFS Permissions
	Disable Indexing
	Disable All Nonessential Ports
	Move wwwroot
	Get Rid of the IIS Admin, Documentation, Web-Based Printing, Extra Directories, and Samples
	Disable Unnecessary Services on Your Servers
	Consider Disabling Microsoft File and Print Sharing
	Eliminate Nonessential ISAPI
	Detecting Outside Attacks
	Deterring Attacks
	Don’t Forget Hazards from Within


	Chapter 18 - Tuning and Monitoring Your Windows Server Network
	Roundup of Tuning Support Tools and What to Do with Them
	System Monitor
	Performance Logs and Alerts
	Event Viewer
	Windows Task Manager
	Creating a Chart
	Remote Performance Monitoring
	Saving Chart Data

	Logging Performance Data
	Creating Logs
	Editing Log Settings
	Viewing Log Data
	Troubleshooting Performance Monitoring

	Whattheheckhappened? Troubleshooting with the Event Viewer
	Understanding Log Types
	Viewing Remote Event Log Data
	Reading Log Entries
	Managing and Archiving Log Contents

	Quick Looks: Using the Task Manager
	Processor and Memory Usage
	Application-Specific Information
	Process-Level Information
	Network Information
	User Session Information

	Basic Tuning Stuff
	Optimizing Server Processing Power
	Editing Virtual Memory Settings


	Chapter 19 - Preparing for and Recovering from Server Failures
	Preventing Stupid Accidents
	Redundancy: The First Line of Defense
	Power-Protect Servers
	Environmental Concerns
	Limit Access to Servers
	Use Passwords Effectively

	Backup Programs and Approaches
	Basic Data Backups
	Advanced Backup Options
	Scheduling Automated Backups
	Automating Tape Backups
	Viewing Backup Logs
	Restoring Data
	Backing Up and Restoring the Active Directory

	Troubleshooting Hardware with the System Information Tool
	System Summary
	Hardware Resources
	Components
	Software Environment
	Internet Settings
	Saving System Configuration Information

	Troubleshooting the Boot Process
	Prequel: The Hardware Must Work
	Using the Advanced Options Menu
	Using Safe Mode Options
	The Last Known Good Configuration
	Enable VGA Mode
	Enable Boot Logging
	Debugging Mode

	Preparing for Recovery
	Installing the Recovery Console
	Creating the Automated System Recovery Disk
	Creating a Boot Floppy

	Repairing—or Recovering—a Damaged Installation
	Understanding Repair Options
	Using the Recovery Console
	Using Automated System Recovery

	Planning for Disaster Recovery
	Creating a Disaster Recovery Plan
	Implementing Disaster Recovery
	Make a Recovery “Coloring Book”
	Making Sure the Plan Works


	Chapter 20 - Installing and Managing Remote Access Service in Windows Server 2003
	Common Applications for Remote Access Service
	Connecting Clients to the Internet
	Accepting Incoming Calls from Remote Clients
	Connecting to a Private Network
	Acting as an Internet Gateway
	Accepting VPN Connections from Remote Clients
	Dialing Up a Remote Network and Routing Traffic

	Bandwidth Planning and Considerations
	Remote Node
	Remote Control

	RAS Hardware Requirements
	Analog Modems
	ISDN
	Digital Subscriber Line (DSL)
	Cable Modems
	Direct Options (Null Modem, Parallel, and Infrared)
	X.25
	Frame Relay

	RAS Installation and Setup
	Installing Devices for Remote Access

	Connecting to the Internet
	Optional Internet Connection Settings

	Accepting Incoming Calls from Remote Users
	Remote Access Server Installation and Setup
	Granting Dial-In Permissions to User(s)
	Changing RAS Server Configurations after Installation
	Client Configurations
	Managing Connected Users

	Connecting to a Private Network
	Acting as an Internet Gateway
	Configuring Windows Server 2003 to Act as an Internet Gateway

	Accepting VPN Connections from Remote Clients
	VPN Overview
	A Brief History of VPN: PPTP, L2F, and L2TP
	Implementing VPN via PPTP and L2TP
	VPN Performance Considerations

	Dialing Up a Remote Network and Routing Traffic
	Sample Network
	Setting Up the First Server

	The Most Common (and Poorly Documented) RAS Problems
	“I’ve connected to a RAS server from my home PC, but I can’t browse anything on the network!”
	“How can I keep RAS connections alive when a user logs off of their workstation?”
	“No matter what I try, I can’t seem to get a modem connection from a workstation to my RAS server.”
	“Can I make a RAS client automatically dial in to a RAS server at a specified time?"
	“My dial-up users aren’t getting the WINS and DNS addresses that are defined on our network.”
	“I don’t want my dial-up users to get the WINS and DNS addresses that are defined on our network.”


	Chapter 21 - Novell Netware and Windows Server
	NetWare 101: The Basics
	Directory Service
	Filesystem

	CSNW (Client Service for NetWare)
	Novell’s Client for Windows (Client32)
	Native File Access for Windows



	copyright: Copyright ©2003 SYBEX, Inc., Alameda, CA
	link: 


