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rates.
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Clear-text Authentication
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force password dictionary
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dictionary from specific
character sets can be
found at www.dmzs.com/
tools/files. Other brute
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.com/crackers. 
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Lucent Gateways
broadcast SSID in clear
on encrypted networks

It has been announced
(www.securiteam.com/
securitynews/5ZP0I154UG
.html) that the Lucent
Gateway allows an
attacker an easy way to
join a closed network.

Lucent has defined an
option to configure the
wireless network as
“closed.” This option
requires that to associate
with the wireless network
a client must know and
present the SSID of the
network. Even if the
network is protected by
WEP, part of the broadcast
messages the gateway
transmits in cleartext
includes the SSID. All an
attacker need do is sniff
the network to acquire the
SSID, they are then able to
associate with the
network.
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where different resources
or tools are needed to
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These activities generally
fall into six categories:

■ Audit Planning 

■ Audit Information
Gathering  

■ Audit Information
Analysis and Report
Generation

■ Audit Report
Presentation

■ Post-Audit Review 

■ Next Steps
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Implementing an Ultra
Secure WLAN

■ Make sure that your AP
allows you to change
ESSID, passwords and
supports 128-bit WEP.

■ Find an AP that
supports the “closed
network” functionality.

■ Be certain that the AP
you buy supports flash
upgrades.

■ Isolate the AP and
regulate access from its
network into your
internal network.

■ Conduct audits of your
network using
NetStumbler or other
wireless scanning tools
to make sure that
others aren’t enabling
unauthorized APs.

■ Update security policy
to reflect the dangers
of an unsecured
wireless network.
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